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NAVIGATING THE Al
REVOLUTION IN FINANCE
AND BEYOND

The February 2024 edition of Digital Money Movers presents a comprehensive
analysis of the transformative impact of Artificial Intelligence (Al) on the financial
sector and beyond. The issue examines how the financial landscape continues to
evolve rapidly, propelled by groundbreaking advancements in Al technology. This
edition aims to unravel the complexities and highlight the innovative applications
of Al in digital financial services.

The highlights of Al in finance, from personalised services to operational
efficiency, are discussed in this issue. The role of Al in financial inclusion and risk
management and its impact on payment systems are also handled. The edition
features expert interviews, case studies, and market analysis while addressing
ethical considerations and challenges.

In this February 2024 edition of Digital Money Movers, we explore the fascinating
developments in the future of Al-powered finance. Join us on this journey as we
delve into the intricacies of this transformative technology. During our research,
we had the opportunity to interview industry experts, namely Srinivas Nidugondi,
the Executive Vice President and Chief Operating Officer of FinTech Solutions at
Comviva, and Kalin Pather, who serves as the Team Lead of Machine Learning at
Sybrin Limited. These interviews were instrumental in providing valuable insights
into their respective areas of expertise and proved invaluable in our publication
endeavours.
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From computers to Al: Technology and
Ethics.

In technological advancement, computers were initially designed to

simplify and streamline tasks by automating mathematical calculations.

This surpassed the original purpose of Charles Babbage's vision, which was
focused solely on astronomical computations. However, the capabilities of
computers have surpassed their original purpose, and they have evolved into
versatile tools capable of performing mathematical operations and data
storage, retrieval, and processing.

In modern society, computers have become an indispensable part of

our daily lives. They facilitate tasks ranging from document typing, email
communication, and gaming to web browsing. Furthermore, they enable
advanced activities such as video editing, spreadsheet creation, and
presentation development. Looking back, around a decade and a half ago,
during our lecturing at Makerere University, we referred to phones, watches,
and similar devices as Personal Digital Assistants (PDAs). Remarkably,

many of these devices have evolved into the present generation of fully-
fledged computers, showcasing the extraordinary journey of technological
advancement.

Despite the numerous positive contributions, some individuals have
chosen to exploit the potential of computers for malicious purposes. This
phenomenon is known as computer misuse. It encompasses activities
like utilising work computers for personal endeavours, engaging in cyber-
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bullying, hacking, spreading malware, and conducting unauthorised activities
such as altering software or data, changing passwords, and disrupting the regular
operation of computer systems.

Shifting the focus to the present, Artificial Intelligence (Al) has emerged as a
transformative force for the greater good, akin to the revolution brought about by
computers. Al has the potential to enhance and improve numerous facets of our
lives. From healthcare to education, Al applications are making a positive impact.
However, similar to the misuse of computers, the possibility of exploiting Al for
nefarious purposes exists.

The duality of technology remains evident. While it presents immense
opportunities for progress and improvement, there are also risks associated

with its misuse. As we continue to embrace the benefits of computers and Al, it
becomes crucial to address the ethical considerations and implement safeguards
to ensure that these technological marvels serve humanity’s well-being rather
than becoming tools of harm. Achieving a balance between innovation and
responsible usage is critical to harnessing technology’s full potential for society's
betterment.
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Crafting Ethical Al Tools

In Al-powered financial solutions, prioritising factors such as data quality
and accessibility, regulatory compliance and ethics, security and privacy, user
experience and accessibility, scalability and flexibility is imperative. These
elements are pivotal in ensuring that Al-powered financial solutions are
innovative, practical but also ethical, secure, and compliant with regulatory
standards.




Financial institutions that utilise Al-powered services must take into account
several crucial considerations. Firstly, compliance with data protection laws
must be maintained in all regions where the institution operates. Secondly,
it is essential to ensure that third-party Al services are regulatory compliant.
Regular security checks and penetration testing must be performed to
establish the integrity and security of Al-powered applications. This includes
checking for security patches and potential vulnerabilities, such as SQL
injections, and encrypting sensitive data in the applications. Finally, proper
data governance practices must be in place to ensure that data is shared,
stored, and used responsibly with relevant parties within the institution.

Al-Driven personalisation

Al-driven personalisation in digital financial services is rapidly transforming
the banking sector in Africa, particularly in countries like Ghana. Financial
institutions leverage Al to gain insights into customer behaviour, preferences,
and financial goals, enabling them to offer highly personalised services. This
shift towards personalised banking is not just about addressing customers
by name but understanding their unique financial circumstances, spending
patterns, and future aspirations.

For example, Al-powered data analytics in Ghana allow banks to analyse

a customer’s transaction history, savings behaviour, and investment
preferences to offer relevant and timely financial advice. This could include
suggesting travel-friendly credit cards for frequent international travellers
or providing real-time exchange rate updates. Al personalisation extends
to other sectors, like streaming and social media, where content and
advertisements are tailored to individual user behaviours and preferences.

As stated by Kalin Pather, the value proposition of Al technology within the
financial sector primarily resides in the personalisation of services. Financial
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service providers (FSPs) can leverage Al-enabled product recommendations

to suggest or tailor a set of offerings that a customer is likely interested in.

By analysing customer transaction data, FSPs can also gain insights into their
financial behaviour, including spending habits, savings patterns, and expenditure
seasonality. This knowledge can be used to influence positive changes in
customer financial habits. Additionally, Al models trained on customer data can
be used for predictive analytics and forecasting future trends and behaviours. For
instance, leveraging customer transaction history, Al can be used to predict future
expenditures.

The impact of artificial intelligence (Al) on the digital payments and wallets sector
has been observed by Srinivas Nidugondi, the Executive Vice President and Chief
Operating Officer of FinTech Solutions at Comviva. Al has ushered in a new era
of innovation, offering enhanced security, convenience, and personalisation.

The financial industry has transformed as a result of Al, with notable examples
including improved fraud detection, personalised user experiences, streamlined
Know Your Customer (KYC) and Anti-Money Laundering (AML) processes,
enhanced risk management and credit scoring, chatbots and voice assistants

for customer support, automated reconciliation and expense management,
predictive analytics for financial wellness, secure biometric authentication,
dynamic micro-transactions and settlement, as well as personalised micro-
insurance and investment solutions.

Growing Role
of Chatbots in
Banking

The advent of chatbots, an
Al-powered innovation, has
transformed customer service
in the banking sector by
enabling real-time responses
and assistance. Several banks
and mobile network operators,
including Absa, Ecobank
Ghana, MTN Uganda, and Airtel,
leverage Al-powered chatbots
to handle customer inquiries
and automate routine tasks.
These virtual assistants are
highly efficient in performing
mundane tasks, freeing up
human employees for more
complex and value-adding
activities. Al also plays a vital
role in strengthening risk
assessment and fraud detection
by analysing customer
behaviour and transaction
patterns to detect suspicious
activities.



Al-driven personalisation is another significant advantage that has the
potential to enhance customer satisfaction and banking efficiency. Banks can
better meet their customers’ needs by leveraging Al-powered personalisation
tools, which improve operational efficiency and automate tasks while
reducing costs through fraud detection and operational improvements.

Al's potential in banking is enormous, with the possibility of more
sophisticated investment advice, automated loan approvals, and predictive
analytics for customers’ future financial needs. However, banks must prioritise
data privacy and comply with relevant regulations to ensure customer trust
and security.

Al-driven personalisation is ushering in a new era of banking services in
Ghana and Africa, fostering more robust customer relationships, delivering
tailored solutions, and setting new standards for customer-centric finance.

Financial Inclusion

Artificial Intelligence (Al) has emerged as a critical enabler of financial
inclusion in Africa, providing solutions to long-standing challenges such as
evaluating creditworthiness, establishing customer identity, and serving low-
income earners. This is particularly crucial in regions where a considerable
population remains unbanked or underbanked. The role of Al in the financial
inclusion sector is multi-faceted and rapidly expanding.

One of the primary ways Al facilitates financial inclusion is by developing
improved credit scoring systems. Traditional banking mechanisms often
overlook individuals without a formal credit history, a common scenario in
many African countries. However, Al algorithms can analyse alternative data
sources, such as mobile phone usage, bill payments, and social media activity,
to assess creditworthiness. This approach enables financial institutions

to extend credit and other financial services to previously underserved
population segments.

Al also enhances customer service in the banking sector, mainly through
chatbots and virtual assistants. These Al-driven tools provide customers
instant access to information and services, improving the banking experience.
They can handle routine inquiries and transactions, making banking more
accessible and efficient, especially for those who might not have easy access
to physical bank branches.

Moreover, the scope of Al applications in the banking and financial sector

is not limited to customer-facing roles. They play a crucial role in fraud
detection and network security, analysing patterns and identifying potential
threats, essential for maintaining trust in digital financial services.

In addition to these applications, Al-driven solutions in agriculture and
healthcare contribute to Africa’s socio-economic development. By
addressing these broader issues, Al indirectly supports financial inclusion,

as improved healthcare and agricultural productivity can lead to increased
economic activity and financial stability for individuals and communities.
Consider My Doctor in Uganda, a telemedicine service that utilises artificial
intelligence (Al) to generate compelling content to raise awareness,

improve patient preparedness, and ultimately prevent adverse outcomes
associated with controllable diseases. By harnessing the power of Al, My
Doctor can effectively disseminate crucial information that can help patients
take proactive steps to manage their health. This innovative approach to
healthcare empowers patients and helps to reduce the burden on healthcare
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systems, ultimately improving access to care and the overall quality of health
outcomes.

“Al can help with financial inclusion by utilising credit scoring and risk assessment,
microfinance and microinsurance, and financial education and literacy. Additionally,

it can facilitate digital identity and KYC through biometric authentication and
alternative data verification. Examples of companies that use Al for financial inclusion
include ZestFinance, Branch International, and Jumio.”, noted Srinivas Nidugondi.

The integration of Al in the financial sector in Africa is enhancing the efficiency

of banking services and playing a crucial role in reaching and empowering the
unbanked and underbanked populations. This trend is expected to continue, with
Al driving more innovations in the financial sector and supporting the broader
goal of socio-economic development.

Risk Assessment and Management

Artificial Intelligence (Al) has emerged as a transformative technology that is
reshaping the landscape of risk assessment and management across various
industries, including finance. By leveraging its advanced data analytics capabilities,
Al can process and analyse vast amounts of data in a timely and accurate manner,
providing valuable insights for risk assessment. This is particularly beneficial in the
financial sector, where Al can be applied to various applications such as credit
risk modelling, fraud detection, and monitoring of trader behaviour.
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In credit risk modelling, Al can optimise parameters and improve the variable
selection process in regulatory models using decision tree techniques and
unsupervised learning to explore data. Machine learning methodologies have
successfully been employed for fraud detection, especially in credit card
portfolios. These Al models are trained on vast transaction histories, enabling
them to distinguish accurately between fraudulent and non-fraudulent
transactions.

Another vital application of Al in risk management is monitoring trader behaviour.
Natural language processing and text mining are employed to analyse email
traffic, calendar data, check-in/out times, call times, and trading portfolio data.
This enables the prediction of the likelihood of trader misconduct, thereby saving
financial institutions from potential reputational and market risks.

The use of Al in risk management offers several key benefits. It enhances
forecasting accuracy, especially when traditional regression models fall short. Al
models are adept at capturing non-linear relationships between variables and
risk factors, which is crucial in stressed scenarios. Additionally, Al leads to more
efficient variable selection processes and richer data segmentation, vital for
adapting to changing portfolio compositions.

Al's impact on risk management is not limited to the finance sector. It is also
leveraged in healthcare, agriculture, cybersecurity, and other sectors, indicating a
global trend towards Al-driven risk management solutions.

Integrating Al into risk management strategies enables organisations to handle
risks more effectively, make faster and more informed decisions, and improve
regulatory compliance. Studies conducted by organisations such as KPMGC and
SkyQuest Technology Consulting Pvt. Ltd. offer more profound insights into how
Al is transforming risk management, especially in the financial sector.



Noticeable Trends

Artificial Intelligence (Al) rapidly transforms business operations

across various African sectors. The increasing adoption of Generative

Al technologies like OpenAl’s ChatGPT4 is a big trend in this domain.

This technology offers many use cases, including code and content
generation and strategy formulation. It is indicative of the potential of Al to
revolutionise traditional business processes.

Sectors such as financial services, agriculture, and healthcare have seen
growth in Al adoption, with countries such as South Africa, Nigeria,

Egypt, and Kenya leading the way. The African Al market attracts capital
investments, indicating a strong growth potential. For example, the Tunisian
Al startup InstaDeep has received considerable funding, showcasing the
increasing interest in regional Al ventures.

Adopting Robotic Process Automation (RPA) is another key trend,
particularly among small and medium-sized enterprises (SMEs). This
technology is becoming more accessible to smaller businesses, broadening
Al and RPA adoption beyond large corporations. Additionally, service

and assistant robotic platforms are on the rise in various settings, such as
hospitals and hotels, indicating diverse applications of Al in the service
sector.

Countries are developing national Al strategies to stimulate economic
and societal benefits through Al technology. These strategies include
establishing Al Centres of Excellence and Al Associations. Such
developments suggest a holistic approach to integrating Al into national
economic frameworks.

The trends highlighted in reports, such as “The State of Al in Africa: 2022
Report” by Business Africa Online and discussions at Al Expo Africa,
emphasise Al's role as a cross-cutting technology impacting numerous
market segments. Furthermore, they accentuate the potential of Al to drive
economic growth in the African region.
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Al in Payments

Artificial Intelligence (Al) is playing a transformative role in advancing innovation
in payment systems across Africa, and several countries such as South Africa,
Nigeria, Egypt, Kenya, Morocco, and Ghana are leading the charge. These
advancements are boosting e-commerce and enhancing financial services in
different sectors.

South Africa is at the forefront, housing many Al-focused companies. The
application of Al in this region is diverse and ranges from agricultural planning
to educational platforms. In e-commerce, Al initiatives are being implemented
to enhance customer experiences and optimise logistics and supply chain
management. A notable example is Jumia, an e-commerce platform using Al for
personalised recommendations and search functionality improvement.

The payment landscape in Africa is experiencing a digital transformation, with
services like M-Pesa playing a pivotal role. M-Pesa has accelerated financial
inclusion in the region since its launch in 2007, boasting over 40 million active
customers and over 500,000 merchants accepting M-Pesa as a currency in Kenya
alone. In Nigeria, the growth of digital payments compared to traditional methods



has been dramatic, with banking agents providing various financial services
to customers. Despite infrastructural and economic challenges, these digital
payment solutions demonstrate Africa’s creativity in solving unique regional
challenges.

However, it is essential to note that the advancement of Al in payment
systems in Africa faces challenges, including the need for appropriate
regulatory frameworks and the risks of biased decision-making in Al
algorithms. Governments must collaborate with the private sector to ensure
responsible Al usage, particularly in FinTech.

Undoubtedly, the future of Al in payment systems in Africa is promising. Al
has the potential to drive financial inclusion, increase efficiency, and improve
consumer experiences.

Regulation of Actificial Intelligence

The regulation of Artificial Intelligence (Al) in Africa, particularly in the
healthcare domain, represents an evolving area that presents diverse
challenges and opportunities. Currently, no specific regulatory instruments
for Al at the regional African level or in the 12 African countries investigated
in a study, which included Botswana, Cameroon, The Gambia, Chana, Kenya,
Malawi, Nigeria, Rwanda, South Africa, Tanzania, Uganda, and Zimbabwe, are
in place. This study evaluated whether these countries have Al regulatory
instruments, focusing on digital health law, data protection law, consumer
protection law, and intellectual property law. The absence of well-defined
Al regulatory guidelines may impede the adoption of Al in the healthcare
sector, although healthcare is not entirely unregulated.

Integrating Al into existing healthcare and health research systems can be
challenging, especially if there are regulatory gaps. Existing national health
statutes, digital health policy documents, professional codes of conduct, and
healthcare and health research guidelines could offer some guidance. The
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World Health Organization’s integrated African Health Observatory initiative and
National Health Observatories aim to promote Al development and healthcare in
Africa by providing an informative digital health platform. However, some African
countries’ current medical device regulations do not explicitly mention Al or
algorithms, indicating the need for more comprehensive regulatory frameworks.

In South Africa, there has been a drive to incorporate Al and machine learning
into various industries. However, the rapid pace of technological advancements
has posed challenges for policymakers and laws to keep up. South Africa has not
formalised any policy documents or entered bills into parliament to regulate Al.
In April 2019, the President appointed members to the Presidential Commission
on the Fourth Industrial Revolution (4R Commission). The commission assists the
government in taking advantage of the digital industrial revolution. This indicates
the commitment to adopting strategies to equip South Africa for the Fourth
Industrial Revolution. Although specific laws regulating Al do not exist in South
Africa, existing legal principles regulate Al in several ways.

Africa is experiencing a similar pattern with the rise of general-purpose Al
systems, such as large language models, where they are at the receiving

end of Al technologies. Africa must adopt a bold and inclusive approach to
multistakeholder regulation for effective regulation. This approach should depart
from current practices that focus on regulating social media by targeting internet
users and the emerging practice of platform governance through co-regulation.
African countries must harmonise their position on the comprehensive regulation
of Al and advocate for an international protocol in which the continent plays an
active role. This approach would ensure that Africa is not governed by Al systems
and regulations in which it has little say. It also ensures that Africa never loses the
endless value the continent stands to gain from using Al tools.

Al is influencing the regulatory compliance field in the FinTech industry, offering
both opportunities and challenges. Financial institutions leverage Al to align their
operations with existing regulations and identify and address potential gaps in
their compliance strategies. For instance, Al models can recommend necessary
amendments to policies and procedures, acting as a secondary defence line in
regulatory compliance.

Integrating Al in financial services has challenges, particularly in keeping up
with the rapid pace of technological advancements. Regulators often find it
difficult to update and adapt regulations quickly enough to match the evolution
of Al technologies. This requires the financial services industry to be proactive
in adopting new rules. Consider employing Al in developing these regulatory
frameworks even in their draft stages.

More Al Uses

Artificial Intelligence (Al) has become increasingly influential in auditing financial
figures and identifying inconsistencies in balance sheets. However, it is vital to
maintain a human-in-the-loop approach, where Al supports, rather than replaces,
human decision-making. This is most essential in a tightly regulated sector such
as financial services.

Al is also essential in supporting Anti-Money Laundering (AML) activities,
information verification, and underwriting processes in the financial industry. Al
can detect red flags in customer data, process unstructured data for verification
purposes, and use historical data to make informed underwriting decisions.

However, integrating Al also raises ethical challenges, such as the need for
transparent information sources to prevent intellectual property issues and




ensure data encryption for privacy. It is essential to balance the utilisation
of Al for innovation while ensuring adherence to regulatory compliance
standards.

The financial industry’s transformation by Al, particularly Generative Al
(GenAl), is expected to be driven by advancements in computational power
and quantum computing. This enables training more complex Al models and
exploring previously impossible solutions.

As Al proliferates across the financial sector, regulators and innovators must
collaborate to establish global control frameworks and best practices. This
will ensure the responsible and sustainable development of Al technologies.

The acceleration of Al in Africa also brings various challenges and ethical
considerations, particularly in digital identity verification, facial recognition,
social media content regulation, and the emerging gig economy.

In Namibia, a leading internet services company is implementing an
Al-driven digital ID verification system. This raises concerns about data
protection and privacy due to the potential linkage of sensitive personal
data with geolocation information. In South Africa, a similar Al-driven digital
ID system for social grants demonstrated the ethical issues surrounding
using personal data. This system resulted in the unethical sharing of
personal data and exploitation of the most vulnerable communities. Such
occurrences cite a critical lack of awareness about digital and information
rights in African societies.

Deep Into the Effects on Humanity

The deployment of facial recognition technologies in African urban centres
presents a host of ethical quandaries. These technologies, often developed
elsewhere and not trained on local facial data, have been shown to exhibit
inaccuracies, particularly concerning women, gender minorities, and non-
white populations. For instance, using a Danish-built facial recognition
system in South Africa led to the misinterpretation of African faces. This
restricted human rights, such as freedom of movement and equality.

The involvement of foreign tech monopolies in Africa also poses ethical
challenges. Social media companies employing Al to filter and regulate
content often fail to consider local contexts and expertise. This ends

in inadequate regulation and oversight, which can potentially result in
authoritarian actions by governments, as evidenced by Nigeria's response

to Twitter's content takedown practices. Furthermore, verifying previously
tampered or threatened accounts by hackers has resulted in numerous users
losing their accounts, thanks to the wholly inhuman approach employed by
Facebook, Twitter, and others.

The labour market is also transforming due to Al, with the emergence

of micro-digital labour, commonly known as ‘click work,” which often
involves precarious and poorly compensated tasks. This form of labour is
extracted from impoverished populations, including refugee camps, where
residents perform emotionally distressing work without fair labour rights or
protections.

Moreover, the growing Al-driven gig economies, such as Uber and Bolt Food,
offer limited job security and involve intrusive surveillance methods, raising
concerns about worker rights and protections.
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The involvement of foreign companies and governments in Al development in
Africa raises further issues. For example, China’s expansion into Africa through
Al-driven technologies as part of its Belt and Road Initiative poses risks to
fundamental human rights and political stability. The dominance of multinational
monopolies in Al development can undercut local businesses and stifle domestic
growth potential.

In the healthcare sector, opinions on the impact of Al are divided. While some see
Al as a tool that could improve patient outcomes, others are concerned about
losing the personal touch in patient-provider relationships. The public generally
supports regulation and oversight of Al technologies to address these concerns.
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These examples stress the need for robust ethical frameworks and regulatory
oversight to ensure that Al's deployment in Africa aligns with human rights, data
protection laws, and the overall well-being of African societies.

Concern Over Job Loss

The concern over job loss due to Al is a prevalent issue globally, including in
Africa. Adopting Al in various industries has led to fears about the displacement
of human workers, particularly in routine or basic tasks. However, the impact of Al
on employment is complex and multifaceted.

At HiPipo, we have learned that Al has the potential to enhance workers’ efficiency
rather than replace them. Al and automation can potentially improve job performance
and efficiency in many sectors. For instance, Al can assist in decision-making and
enhance office productivity. Many workers have recognised this positive influence and
believe Al improves their job performance.

On the other hand, some workers, particularly younger ones and those in specific
industries such as digital marketing, fear that Al may replace human jobs. Notably,

the adoption of Al in businesses is growing, with many companies integrating Al
into their operations or actively exploring its implementation. Larger enterprises



are more likely to embrace Al than smaller businesses. This is primarily due
to financial capacity and resources for research and development.

Kalin Pather states that Al will support but not replace humans in businesses:
“Al is used in finance to enhance job performance. For instance, it can be

used for traders to identify trends and execute trades, generate personalised
insurance plans for customers, recommend financial behaviours, automate the
loan application process, assist clients with support queries, and automate the
onboarding process.”

The impact of Al on wages is another area of concern. Evidence suggests that
Al and automation have contributed to wage reductions, particularly for roles
that can be automated or enhanced by Al technologies. We must work in
unison to achieve equilibrium in this domain.

Time-Saving Capacity OF Al

Recent studies on Robo Advisory and emerging tools, such as Sora, have
highlighted the benefits of implementing artificial intelligence. These
benefits include streamlined processes, reduced time-intensive tasks, and
enhanced efficiency, which can generate substantial value for users.

According to Snaplogic, the implementation of Al in workplaces has been
reported to enhance the efficiency and productivity of office workers. This
suggests that Al has the potential to save time by streamlining various tasks
and processes.

Inan IBM study, IT professionals at the forefront of Al utilisation in the
workplace were found to incorporate Al technologies into their daily tasks.
This indicates that Al can save time for IT professionals by automating
routine tasks or providing quicker ways to solve complex problems.

In the context of content creation, digital marketers have expressed that

Al has the potential to save a considerable amount of the required content
creation time. This implies that Al-driven content creation tools can reduce
the time needed to generate content. However, it also raises concerns about
job displacement.

The increasing integration of Al in various industries is seen as a way to
improve operational efficiency. This improvement often saves time, as Al can
handle tasks that would typically take humans longer to complete.

These points highlight that while Al can save time and increase efficiency
in organisations, it also raises concerns about job security and the need for
workers to adapt to a changing technological landscape.

While Al presents many opportunities for innovation and efficiency, it also
raises challenges related to job displacement, wage impacts, and the need
for worker retraining and upskilling. The evolving landscape necessitates a
balanced approach that leverages Al's benefits while mitigating potential
downsides, especially regarding employment and ethical considerations.

Moreover, Al joins the Web and social media to leverage ‘content’, the most
dominant tool that has inspired the spontaneous growth of the world's
biggest innovations over three decades.
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Al HOLDS IMMENSE
POTENTIAL TO UNLOCK
FINANCIAL INCLUSION,
REACHING UNDERSERVED
COMMUNITIES.

INTERVIEW WITH SRINIVAS NIDUGONDI, THE EXECUTIVE
VICE PRESIDENT AND CHIEF OPERATING OFFICER OF
FINTECH SOLUTIONS AT COMVIVA

1. WHAT ARE SOME OF THE MOST IMPACTFUL WAYS Al IS USED
IN FINANCE TODAY?

Regarding Digital Payments and Wallet space — Al is rapidly transforming the
digital payments and wallets space, bringing a wave of innovations that enhance
security, convenience, and personalisation. Here are some of the most impactful
ways Al is currently being used:

+ Enhanced Fraud Detection and Prevention: Machine learning algorithms analyse
vast transaction data in real-time, identifying suspicious patterns and flagging
potentially fraudulent activities.

- Personalised User Experiences: Al analyses user behaviour and spending patterns
to recommend personalised financial products, offers, and budgeting tools.

« Streamlined KYC (Know Your Customer) and AML (Anti-Money Laundering)



Processes: Al-powered tools automate customer onboarding and document
verification, making the process faster and more efficient. Additionally, Al
can identify suspicious activity associated with money laundering attempts,
contributing to financial crime prevention.

* Improved Risk Management and Credit Scoring: Al algorithms analyse
various data points beyond traditional credit scores to create more accurate
risk assessments for individuals and businesses. This enables fairer and more
inclusive access to financial services.

+ Chatbots and Voice Assistants for Customer Support: Al-powered chatbots
and voice assistants provide instant and personalised customer support
around the clock. This improves user satisfaction and reduces the need for
human intervention.

+ Automated Reconciliation and Expense Management: Al can automatically
reconcile transactions across different platforms, saving businesses time and
resources.

+ Secure Biometric Authentication: Al-powered facial recognition, fingerprint
scanning, and voice recognition are used for secure and convenient user
authentication, reducing the risk of unauthorised access.

* Dynamic Micro-transactions and Settlement: Al can facilitate efficient
and secure micro-transactions and instant settlements, opening up new
possibilities for businesses and consumers.

+ Personalised Micro-insurance and Investment Solutions: Al can tailor micro-
insurance and investment products based on individual needs and risk
profiles, making financial protection and wealth creation more accessible.

2. WHAT EMERGING Al TRENDS WILL IMPACT THE FINANCIAL
INDUSTRY IN THE NEXT FIVE YEARS?

Generative Ai For Personalized Financial Experiences:

Going beyond recommendations: Al will suggest financial products and
services and create new customised offerings tailored to individual needs
and goals.

Dynamic pricing and micro-adjustments: Al will enable real-time adjustments
to pricing and risk assessments based on complex data analysis, potentially
offering personalised interest rates or insurance premiums.

Hyper-personalized financial education: Al-powered chatbots and assistants
will learn about individual financial situations and provide targeted
educational content and guidance.

Explainable Al and Trust in Financial Decisions:

Black box algorithms are out: As Al plays a bigger role in financial

decisions, transparency and explainability will become crucial. We'll see a
rise in explainable Al solutions that provide clear justifications for Al-driven
recommendations and actions.

Building trust and responsible development: Financial institutions will
prioritise ethical development and use of Al, mitigating potential biases and
ensuring fairness in decision-making.

Democratisation of Al for Financial Inclusion:

www.DigitalMoneyMovers.com
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Beyond traditional credit scoring: Al will analyse alternative data sets, offering
credit access to individuals and businesses previously excluded from traditional
systems.

Micro-insurance and micro-investing: Al-powered solutions will cater
to underserved populations with affordable and accessible financial
products, promoting financial inclusion.

Al-powered financial literacy tools: Easy-to-use Al applications will empower
individuals to understand and manage their finances better, regardless of their
background or financial literacy level.
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Al-driven Cybersecurity and Fraud Prevention:

Proactive anomaly detection: Al will move beyond simple fraud detection to
predict and prevent fraudulent activities in real-time, mitigating financial losses
for institutions and individuals.

Personalised security measures: Al will adapt security protocols based on
individual risk profiles and transaction patterns, offering more robust protection
for high-risk individuals and transactions.

Continuous learning and adaptation: Al-powered security systems will
continuously learn and adapt to evolving cyber threats, ensuring comprehensive
protection.

Al-powered Regulatory Compliance and Risk Management:

Real-time compliance monitoring: Al can analyse vast amounts of data to ensure
real-time adherence to complex financial regulations, minimising compliance
risks.

Predictive risk analysis: Al can anticipate potential risks based on various
factors, allowing institutions to take proactive measures to mitigate them.

Automated compliance reporting: Al can streamline compliance reporting
processes, saving time and resources for financial institutions.

3.ISTHERE ANY NEW ARTIFICIAL INTELLIGENCE TECHNOLOGY
OR INNOVATION IN THE FIELD OF FINANCIAL TECHNOLOGY
THAT WE SHOULD BE EXCITED ABOUT?

Federated Learning for Decentralized Credit Scoring: Imagine a system where
individuals have control over their financial data and can choose to share it with
different institutions securely without compromising privacy. Federated learning,
a machine learning technique where models are trained on decentralised
datasets without sharing the data, holds immense potential.

Conversational Al for Financial Planning and Advice: Imagine a chatbot that
analyses your spending habits, identifies areas for improvement, and suggests
personalised budgeting strategies or investment opportunities. This could
democratise access to financial planning, especially for those who cannot afford
traditional advisors.

Explainable Al and Algorithmic Fairness: Explainable Al (XAl) techniques are
increasingly being developed to provide clear justifications for Al-driven
outcomes, mitigating algorithmic bias and discrimination concerns. This will be
crucial for building trust and ensuring the ethical use of Al in financial services.

Generative Al for Personalized Financial Products: Imagine an Al that analyses



your financial goals and risk tolerance to generate a new, personalised
financial product tailored just for you. This could be a customised insurance
plan, an investment portfolio, or even a unique savings product that aligns
perfectly with your needs.

Quantum Computing for Enhanced Risk Management and Fraud Detection:
While still in its early stages, quantum computing holds immense potential
for tackling complex financial problems. Its ability to handle massive datasets
and perform intricate calculations could revolutionise risk management and
fraud detection.

4. WHAT ARE THE MAIN CHALLENGES OF IMPLEMENTING
Al IN FINANCIAL SERVICES, AND HOW CAN THEY BE
OVERCOME?

Data Quality and Availability:

Challenge: Financial data is often siloed, inconsistent, and riddled with errors,
leading to biased and unreliable Al models.

Solutions: Implement data governance practices, integrate data across
systems, and invest in data cleaning and standardisation.

Security and Privacy Concerns:

Challenge: Sensitive financial data requires robust security, and Al algorithms
can introduce new vulnerabilities. Privacy regulations add further complexity.

Solutions: Implement robust security measures, encrypt sensitive data, and
prioritise user privacy through data anonymisation and transparency.

Explainability and Fairness:

Challenge: The “black box” nature of some Al models makes understanding
how they reach decisions difficult, raising concerns about fairness and
discriminatory bias.

Solutions: Develop explainable Al models, conduct regular bias audits, and
ensure diverse datasets for training.

Regulatory Compliance:

Challenge: Evolving Al and data privacy regulations add complexity to
financial institutions’ compliance efforts.

Solutions: Stay updated on regulatory changes, invest in compliance
management tools, and actively engage with regulators.

Talent and Skills Gap:

Challenge: Financial institutions lack skilled professionals in Al, data science,
and cybersecurity, hindering implementation and maintenance.

Solutions: Invest in training programs for existing employees, partner with Al
specialists, and attract talent with competitive offerings.

Cost and Investment:

Challenge: Implementing and maintaining advanced Al solutions requires
significant financial resources.
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Solutions: Prioritize high-impact Al projects, explore cloud-based Al solutions,
and partner with other institutions for cost-sharing opportunities.

5.HOW IS THE REGULATORY FRAMEWORK EVOLVING TO
ACCOMMODATE THE INCREASING USE OF Al IN THE FINANCE
INDUSTRY?

Focus on a principles-based approach: Regulators are shifting towards flexible

principles like fairness, transparency, and explainability, allowing for innovation
while addressing emerging risks.
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Regulatory sandboxes: These controlled environments allow pilot testing of Al
solutions before widespread adoption, facilitating innovation and identifying
potential regulatory gaps.

International collaboration: Global regulatory bodies like the G20 and the
Financial Stability Board collaborate on harmonised Al principles and guidance.

Examples of Implementation include the General Data Protection Regulation
(GDPR) and Al Regulation Proposal in the EU. The US also has bodies such as the
Office of the Comptroller of the Currency (OCC) and the Securities and Exchange
Commission (SEC).

Beyond regulations, examples of industry initiatives include:

Principles for Artificial Intelligence: Responsible Use of Al in Financial Services:
Developed by the Global Financial Markets Association (GFMA) and others,
outlining ethical guidelines for Al implementation.

Financial Data and Technology Association (FDATA): Advocates for responsible Al
adoption and collaborates with regulators on data-sharing frameworks.

Challenges remain, including harmonisation across jurisdictions, keeping pace
with innovation and inability to address systemic risks.

6. WHAT ADVICE WOULD YOU GIVE TO FINANCE
PROFESSIONALS TO REMAIN RELEVANT IN THE AGE OF AI?

In the age of Al, finance professionals need to adapt and evolve to remain
relevant. Here is a list of several pieces of advice that could help:

. Embrace Technology:

. Upgrade Skills

. Focus on Strategic Thinking and Creativity

. Enhance Soft Skills

.Understand Regulatory and Ethical Considerations
. Specialize in Niche Areas

. Adopt a Continuous Learning Mindset

. Collaborate with Al

. Network and Share Knowledge

. Ethical and Responsible Use of Al

By focusing on these areas, finance professionals can not only remain relevant
but also thrive in the age of Al, leveraging new technologies to enhance their
capabilities, deliver more excellent value, and drive innovation in the sector.



7. HOW IS ARTIFICIAL INTELLIGENCE IMPROVING
CUSTOMER EXPERIENCE AND PERSONALISATION IN THE
FINANCIAL INDUSTRY?

Enhanced Convenience and Self-Service:

Al-powered chatbots and virtual assistants: These 24/7 tools handle simple
inquiries, account management tasks, and basic troubleshooting, offering
instant support and freeing human agents for complex issues.

Personalised financial apps: Mobile apps powered by Al provide intuitive and
personalised experiences, enabling easy money management, budgeting
tools, and personalised financial insights.

Streamlined onboarding and document verification: Al automates processes
like document scans and identity verification, making account opening and
updates faster and more convenient.

Hyper-Personalized Financial Management:

Al-driven recommendations and insights: Analyze spending patterns and
financial goals to suggest personalised investment options, budgeting
strategies, and relevant financial products tailored to individual needs.

Proactive fraud detection and security: Al analyses transactions and
behaviour patterns in real-time to detect potential fraud and protect
customers from financial losses, enhancing safety and peace of mind.

Risk-tailored insurance and lending: Al assesses individual risk profiles to
offer personalised insurance premiums and loan interest rates, ensuring fair
and competitive services.

Deeper Customer Understanding and Engagement:

Sentiment analysis and feedback processing: Al analyses customer feedback
and social media data to understand sentiment, identify pain points, and
personalise interactions for improved satisfaction.

Dynamic micro-personalization: Al adapts offerings and communication
based on individual preferences and real-time behaviour, creating a more
relevant and engaging experience.

Proactive financial education and guidance: Al-powered tools provide
personalised financial education content based on individual needs and
knowledge levels, promoting financial literacy and well-being.

Building Trust and Transparency:

Explainable Al and decision transparency: Customers can understand how Al
algorithms reach decisions, increasing trust and ensuring fair treatment.

Personalised communication and proactive explanations: Al personalises
communication styles and offers clear explanations for financial
recommendations, fostering trust and understanding.

Building ethical and responsible Al solutions: Financial institutions prioritise
responsible Al development, addressing potential biases and ensuring data
privacy, leading to a more trustworthy and ethical experience.
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8. HOW CAN ARTIFICIAL INTELLIGENCE (Al) BE UTILIZED
TO PROMOTE FINANCIAL INCLUSION, PARTICULARLY IN
UNDERSERVED COMMUNITIES?

Al holds immense potential to unlock financial inclusion, reaching underserved
communities and individuals traditionally excluded from mainstream financial
services. Here are some key ways Al can be utilised:

Credit Scoring and Risk Assessment:
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Alternative data analysis: Leveraging data like mobile phone usage, utility bills, or
transaction history to assess creditworthiness beyond traditional credit scores,
including individuals with limited credit history.

Machine learning models: Developing Al models that consider diverse factors
and social determinants of creditworthiness, leading to fairer and more inclusive
credit assessments.

Microfinance and Microinsurance:

Predictive risk modelling: Al can assess potential risks and tailor microinsurance
products to specific communities, making them more affordable and accessible.

Fraud detection and prevention: Identifying and mitigating fraudulent activities in
microfinance, protecting both lenders and borrowers.

Financial Education and Literacy:

Personalised learning platforms: Al-powered platforms can adapt to individual
learning styles and needs, delivering culturally relevant financial education
modules in local languages.

Financial chatbots and virtual assistants: Providing readily available information
and guidance on financial products and services in remote areas with limited
access to traditional financial institutions.

Digital Identity and KYC (Know Your Customer):

Biometric authentication: Utilizing fingerprint or facial recognition technologies
for secure and inclusive identity verification, overcoming literacy barriers and
reaching unbanked populations.

Alternative data verification: Analyzing alternative data sources to establish digital
identities and facilitate access to financial services for individuals without formal
documentation.

Examples:

ZestFinance: Uses Al to assess creditworthiness beyond credit scores, serving
millions of individuals traditionally excluded from traditional lenders.

Branch International: Leverages Al for personalised loan assessments and
financial education in emerging markets.

Jumio: Provides Al-powered identity verification solutions for financial inclusion
initiatives in developing countries.

9. WHAT ARE THE MOST IMPORTANT FACTORS TO CONSIDER
WHEN DEVELOPING FINANCIAL SOLUTIONS POWERED BY Al
TECHNOLOGY?



When developing financial solutions powered by Al technology, consider
these five crucial factors:

Data Quality and Accessibility: The accuracy and reliability of Al predictions
depend heavily on the quality and comprehensiveness of the data used for
training models. Ensure access to high-quality, relevant data and establish

robust data cleaning and preprocessing practices to maintain data integrity.

Regulatory Compliance and Ethics: Financial services are heavily regulated.
Designing Al systems that comply with all relevant financial regulations,
data protection laws (such as GDPR), and ethical guidelines is essential. This
includes ensuring Al operations and decisions transparency, safeguarding
customer privacy, and preventing discriminatory practices.

Security and Privacy: Implement stringent security measures to protect
sensitive financial data against breaches and unauthorised access. This
includes encryption, secure data storage and transfer, and regular security
audits. Privacy-preserving techniques, like data anonymisation and secure
access protocols, are critical to maintaining customer trust.

User Experience and Accessibility: Al solutions should enhance the customer
experience, offering intuitive interfaces, personalised services, and accessible
features. Consider the diverse needs of your user base, including those with
disabilities, to ensure your solution is inclusive and user-friendly.

Scalability and Flexibility: The financial landscape is dynamic, with evolving
market conditions and regulatory environments. Design your Al system to be
scalable and flexible, allowing for easy updates and adjustments in response
to new data, emerging trends, or regulatory changes. This will ensure your
solution remains relevant and competitive over time.

By carefully considering these factors, developers can create Al-powered
financial solutions that are innovative and effective but also ethical, secure,
and compliant with regulatory standards.

10. ARE THERE ANY UNIQUE Al APPLICATIONS IN FINANCE
SPECIFIC TO CERTAIN REGIONS OR MARKETS?

Several unique Al applications in finance are specific to certain regions or
markets. Here are some exciting examples:

Microinsurance in Developing Markets:

Africa: Companies like Bima (Kenya) and Pula (Nigeria) use Al to assess
agricultural risks and offer parametric micro-insurance products to farmers,
protecting them from weather-related losses.

India: Microinsurance companies like GoDigit and Acko leverage Al to analyse
alternative data like mobile phone usage and transaction history for risk
assessment, facilitating affordable microinsurance for unbanked populations.

Regional Payment Solutions:

China: Alipay’s Sesame Credit Score employs Al to assess creditworthiness
based on diverse data points, facilitating access to financial services for
individuals without traditional credit histories.

Southeast Asia: GrabPay (Southeast Asia) and GoPay (Indonesia) utilise Al to
analyse user behaviour and offer personalised financial products like micro-
loans and investment options, catering to the specific needs of these regions.
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Regulatory Compliance in Specific Markets:

Europe: With stricter data privacy regulations like GDPR, Al solutions in Europe
focus on explainability and compliance, ensuring responsible Al development
within the financial sector.

United States: Regulators in the US are actively exploring how Al can be used
for regulatory oversight and compliance within financial institutions, tailoring
approaches to the specific context.

Financial Inclusion in Underserved Communities:

Latin America: Organizations like Fundacion Paraguaya use Al-powered chatbots
to provide financial education and micro-loans to rural communities, promoting
financial inclusion in remote areas.

India: Aadhaar, a unique digital identity system, utilises Al for biometric
authentication, facilitating access to financial services for individuals without
formal documentation in a populous and diverse country.

Localised Investment Strategies:

Japan: Robo-advisors like WealthNavi and Rakuten Securities leverage Al to
analyse local market trends and offer personalised investment recommendations
tailored to the Japanese market dynamics.

Emerging Markets: Al-powered platforms are being developed to analyse local
economic data and political risks, helping investors make informed investment
decisions in specific emerging markets.

These are just a few examples, and the landscape of regionalised Al applications
in finance is constantly evolving.




AlIS AT ITS BEST WHEN IT
ASSISTS US WITH WHAT
WE DO, NOT WHEN IT
REPLACES US.

INTERVIEW WITH KALIN PATHER, THE TEAM LEAD OF
MACHINE LEARNING AT SYBRIN LIMITED.

1. WHAT ARE SOME OF THE MOST IMPACTFUL WAYS Al IS
USED IN FINANCE TODAY?

There are three domains in finance where Al is being used in an impactful
manner:

Complex Business Processes: This involves automating manual and backend
processes, commonly called robotic process automation (RPA). RPA can

be used in several processes ranging from customer onboarding to loan
approvals, which were traditionally manual processes performed by physical
people.

A common problem experienced today is fraud. In a bank, this impacts
credit, payments, channels, compliance, and settlements. This is typically
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a complex event, as a fraudulent transaction can span all these process areas.
With the high volumes of transactions, number of processes, and external parties
involved in a transaction, it is essential to identify patterns around a transaction
to quickly identify those that are fraudulent or valid. An effective use of Al is
evident in the use of Al for monitoring and identifying transactions that could be
fraudulent.

Customer Behavioural Analysis: Since the effectiveness of an Al relies on an
abundance of relevant data, banks now have the perfect opportunity to train Al
models to gain more insight into the behaviour of their customers. The result of
such insights can help banks improve their understanding of customer needs,
product development, distribution, and customer service and enable relevant
real-time offers. This involves obtaining patterns from data and interpreting their
meaning. This is where many financial institutions get most of their value from Al.
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Customer Engagement: With the growth in customer volumes and increased
digital interactions, it is hard for a skilled workforce to support clients efficiently
and timely. Therefore, there is a need to augment the workforce with digital
workers in the form of Al.

This involves a customer interacting with a Robotic adviser. The interaction
between the RoboAdvisor and the client is driven by voice or text prompts, which
allow the client to express their problem and the Al to understand the problem
at a granular enough level to resolve the client’s query. This space is evolving
rapidly and becoming more sophisticated with each iteration. Clear use cases
evidence Als like ChatGPT are being used to assist with tasks such as support
requests, customer queries, and providing financial advice.

2. SHARE EXAMPLES OF Al USED TO IMPROVE A FINANCIAL
SERVICE OR PROCESS.

Providing financial advice for individuals is a difficult task. At a minimum, it
requires client information that reflects life stage, financial goals, dependents,
employment, investments, income, and expenditure. Only by aggregating this
information and obtaining a 360-degree view of the customer can a financial
roadmap be developed for the client. This process is typically performed
between a customer and an employee of the financial services provider. Several
problems can arise in this process: a customer might not fully understand the
details of recommended financial instruments, an FSP might not entirely grasp
a customer’s lifestyle goals, or the FSP might not fully view a person’s financial
behaviours.

Al is being used to improve these processes in several aspects. The first aspect
is using data analysis techniques to understand a customer’s spending patterns
(seasonality of spending, what they tend to spend money on, where they tend
to spend money, etc). Al can provide a more detailed view of a person’s financial
behaviours.

The second aspect is understanding the customer’s life stages and habits. People
go through different life stages, from their teens through to retirement. Each of
these stages requires different financial plans, products, and habits for one to be
self-sustaining.

Given an analysis of a person’s financial behaviours, life stage sustainability and
expected life stages, Al can recommend financial behaviours that improve one’s
financial stability for each life stage.

Al can be used to build a client’s financial plan and map the required products for



each phase. This living plan will change as the clients’ behaviours change. The
Al is more robust in calculations and assimilation of data, which is ultimately
used by a financial advisor to advise their client better.

3. WHAT EMERGING Al TRENDS WILL IMPACT THE
FINANCIAL INDUSTRY IN THE NEXT FIVE YEARS?

Generative Al

Since the advent of ChatGPT, generative Al has become the buzzword of
late. Generative Al is simply Al that generates content in the form of text,
images, or any other kind of media. These generative models have a better
understanding of context than previous Als, enabling businesses to engage
with customers more effectively, provide more personalised content to
customers and speed up product development.

Opensource Al

More Al models are becoming freely available for use. In most cases, these
freely available models outperform third-party proprietary models on
desired use cases when fine-tuned on data that is specific to the use case. In
the long run, fine-tuning and hosting custom models is cheaper than paying
usage costs for third-party models interfaced via API.

4.1S THERE ANY NEW ARTIFICIAL INTELLIGENCE
TECHNOLOGY OR INNOVATION IN THE FIELD OF FINANCIAL
TECHNOLOGY THAT WE SHOULD BE EXCITED ABOUT?

The most exciting new technology is generative Al. There are many ways in
which generative Al is being used in finance:

Development: generative tools such as Copilot, AWS CodeWhisperer and
ChatGPT are being used to assist developers when creating code, greatly
reducing the time to delivery.

Engagement: generative Al is being used to act as virtual assistants. For
instance, a customer can now inquire about a product’s details without
talking to another human.

Content generation: generative Al is used to help draft documents such
as contracts and policies, thus reducing the time spent creating these
documents.

Simulations: although still in its early stages, some vendors use generative

Al to perform market simulations. The premise is that multiple generative
Als are created, each representing a specific group or person with wants and
needs, essentially a virtual economy, then a product is introduced to this
virtual economy, and the market response is recorded and analysed.

5. WHAT ARE THE MAIN CHALLENGES OF IMPLEMENTING
Al IN FINANCIAL SERVICES, AND HOW CAN THEY BE
OVERCOME?

Lack of skills

Al skills are more in demand than ever; thus, attracting talent is more
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important now than ever. Companies can overcome this in several ways:

* Upskill existing staff; this requires sending the team on Al development
programs and attending courses. This is both time-consuming and expensive.

* Attract talent by offering competitive salaries for their qualifications and having
a clear strategy for using their skills,

+ Partner with universities to pay for student bursaries.
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+ Use consulting companies.

Quality data

Implementing high-performance Al models requires training them on high-
quality data. High-quality data is data that is representative of the environment
in which the Al is to be used. High-quality data is typically free of any noise or
bias. Any noise or bias problems can be solved by removing the problematic data
points or training the model to deal with them accordingly.

Al model performance reflects biases in the data that they were trained on. This
can have detrimental outcomes. To prevent this, appropriate models should be
trained on high-quality data.

Ethics

Data privacy and usage have numerous ethical considerations. Different regions
have varying data collection and usage standards, making it difficult to collect
data and train models ethically. There is no way around this: executives must have
a form of compliance management whereby data collection and usage laws are
strictly adhered to.

Explainability

Model explainability lets a stakeholder understand how an Al service arrived at
its result. In the case of a loan application, if it is rejected, there must be a logical
reason why it happened. Many Als are black boxes, meaning there is no feasible
way to determine how an Al concluded by looking at its algorithm. In cases like
this, it is essential to use feature-importance algorithms to explain how program
inputs contribute to the Als outcome. If an Al is not a black box, explainability
methods such as SHAP or LIME are sufficient to explain how an Al concluded.

6. HOW IS THE REGULATORY FRAMEWORK EVOLVING TO
ACCOMMODATE THE INCREASING USE OF Al IN THE FINANCE
INDUSTRY?

GDPR, POPIA, and EU Al acts are regularly updated. It must be noted that these
laws apply to Al as a whole, not just specific industries.

Due to the increasing use of Al and awareness of algorithmic bias, these laws

have been updated to encourage Al solution developers to mitigate these issues.
Customer data is critical to the effectiveness of these Al solutions, so there is a big
potential for misuse of this data, hence the updated laws to try to mitigate this.

7. HOW ARE FINANCIAL INSTITUTIONS USING Al TO MEET THEIR
COMPLIANCE REQUIREMENTS?

Financial institutions leverage artificial intelligence (Al) to enhance compliance



processes in several ways. Al-driven technologies are instrumental in
verifying liveness and detecting fraud in identity documents, ensuring that
the individuals opening accounts or conducting transactions are who they
claim to be. Furthermore, Al is adept at parsing unstructured documents
to verify proof of income during customer onboarding, streamlining the
process while maintaining accuracy and compliance with regulatory
requirements. Additionally, Al plays a crucial role in transaction monitoring
for anti-money laundering (AML) and fraud detection, analysing vast
amounts of transaction data in real-time to identify suspicious activities. By
employing Al, financial institutions can meet and exceed their compliance
requirements, mitigating risks and enhancing operational efficiency.

8. HOW IS ARTIFICIAL INTELLIGENCE TRANSFORMING
JOB RESPONSIBILITIES AND NECESSARY SKILLS IN THE
FINANCIAL INDUSTRY?

There are numerous examples of how Al is being used in finance:

Traders: Al models can ingest market data and identify trends that may not
have been obvious to a human trader. Given these trends, Al models can
execute trades based on a predefined strategy.

Brokers: Al models can generate personalised customer insurance plans
based on their spending patterns and risk profile.

Financial advisers: Al is increasingly being used to recommend financial
behaviours based on their spending patterns and life stages.

Loan approvers: Al models can automate the loan application process based
on their spending patterns.

Support staff: Al is being used to assist clients with support queries.
Branch workers: Al is being used to automate the onboarding process.
In each of these cases, Al enhances how jobs are performed.

9. WHAT ADVICE WOULD YOU GIVE TO FINANCE
PROFESSIONALS TO REMAIN RELEVANT IN THE AGE OF AI?

| advise proficiently using these Al tools to assist with daily operations. Al is
at its best when it helps us with what we do, not when it replaces us. There
will always be human nuances in communication and judgment that cannot
be replaced by Al (yet). The biggest advantage of these Al tools is that they
will free up time for people to upskill in other areas to remain relevant

to their organisations. Failure to adapt to this new way of working will put
people at risk of retrenchment.

10. COULD YOU PLEASE CLARIFY HOW ARTIFICIAL
INTELLIGENCE IMPROVES THE CUSTOMER EXPERIENCE
AND PERSONALISATION IN THE FINANCIAL INDUSTRY?

There are multiple instances of Al improving both aspects.

Al is improving customer experience using NLP (Natural Language
Processing) models and generative Al. Generative Al is being used to act as a
virtual assistant. For instance, a customer can now inquire about a product’s
details without talking to another human or reading through multiple web
pages; instead, the Al can provide all relevant product details. Another
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example is using chatbots to assist customers with support issues such as account
management, application processes, onboarding queries, and transaction fraud
queries. Another advantage of these automated engagements is that the Als are
available 24/7.

Most of the value of Al in finance is on the personalisation front:

Product recommendations: given a customer’s data, an FSP can recommend or
even tailor a set of products a customer will likely purchase.
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Behavioural analytics: given a customer’s transaction data, an FSP can identify
financial behaviours such as what they tend to spend money on, how much
money they usually save and their expenditure seasonality. Identifying these
behaviours can help to influence a customer’s financial habits.

Predictive analytics: given customer data, Al models can be used to predict future
patterns. In the case of customer transaction history, an Al could forecast future
expenditures.

11. WHAT ARE THE ESSENTIAL ASPECTS TO CONSIDER
TO ENSURE DATA SECURITY AND PRIVACY IN FINANCIAL
APPLICATIONS POWERED BY Al?

There are numerous aspects to consider, namely:

Compliance: financial institutions must ensure that their services comply with
data protection laws in their operating regions. If an institution uses third-party Al
services, the institution must ensure that the vendors are regulatory compliant as
part of due diligence.

Application security: regular penetration testing and security vulnerability checks
must be performed on Al-powered applications regularly. This could involve
checking application libraries for security patches or exposure to SQL injections.
It also involves encrypting sensitive data used in the applications.

Data governance: Governance practices are needed to ensure that data is shared,
stored, and used responsibly with the relevant parties in an institution.

12. COULD YOU CLARIFY IF THERE ARE ANY SUCCESSFUL
INITIATIVES WHERE Al HAS HELPED IN IMPROVING FINANCIAL
ACCESS?

Through various successful initiatives, Al has contributed to improving financial
access, particularly for underserved and vulnerable populations. By employing
advanced image processing techniques, Al enables more secure and efficient
liveness detection and document fraud detection, streamlining the identity
verification process. This enhances security and trust, making it easier for
individuals to access financial services. Moreover, Al’s ability to process
unstructured documents without relying on template-based extraction allows
for more flexible and accurate handling of diverse documents, such as proof of
income or residence, simplifying the onboarding process and reducing barriers to
entry.

Additionally, Al-driven transaction monitoring systems play a critical role in
identifying and preventing fraud, ensuring the protection of transactions. This

is especially important for vulnerable groups who may be more susceptible

to financial fraud, as it helps secure their financial transactions and personal
information. By leveraging Al in these ways, financial institutions can offer more



accessible, safe, and user-friendly services, ultimately broadening financial
inclusion for populations that previously faced significant barriers to access.

13. WHAT ADVICE WOULD YOU GIVE FINTECH STARTUPS
OR ENTREPRENEURS WHO WANT TO USE Al FOR BETTER
IMPACT AND SUSTAINABILITY?

There are two main pieces of advice: The first is to be clear on the use

case. Many companies are not specific with their Al goals. An example of

an unclear goal is ‘we want to use Al to improve our product offerings.’ The
corrected version would say, "We want to recommend more personalised
products to our customers in investment packages and insurance.’ Measuring
progress and success rates for the latter goal is much easier than the former.

The second piece of advice concerns ethics and bias. The Al solution
should be free of biases, and the data used to create the solution should be
sourced, stored and shared according to regional regulatory laws.

14. HOW DO THE WORLDWIDE DEVELOPMENTS IN
ARTIFICIAL INTELLIGENCE INFLUENCE THE FINANCIAL
MARKETS AND INSTITUTIONS AT THE LOCAL LEVEL?

Developments in Al have a significant impact on regulatory requirements.
This is most evident with changes to GDPR and the EU Al Act. Whenever
GDPR is updated, most countries’ data protection laws are updated to match
GDPR closely.

Al development also has a big impact on company strategies. It is evident
that Al, when used correctly, can drastically improve an institution’s
products, services, and operations. As such, more companies are
incorporating Al into their strategies. This results in significant amounts of
investments being directed towards Al endeavours.
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